EMV process flow diagram 1.1

JAVA Level EMVKernel

EMVKernel initial process, these native apis will be called at the
egin of the app. 'loadEMVKernel' and 'emv_kernel_initialize'
hould be called only one time in app's life time.

oadEMVKernel(): load the native library.

mv_kernel_initialize: init the emvkernel. IoadEMVKerrje:IQ . Correspon.ding native
mv_aidparam_add: load the aid parameters. emv_kernel_initialize() methods will be excuted
mv_capkparam_add: load the CAPK parameters. emv_aidparam_add

mv_terminal_param_set_tlv: load the terminal parameters. emv_capk'param_add

mv_exception_file_add: load exception files. emv_terminal_param_set_tlv

emv_exception_file_add
emv_revoked_cert_add

mv_revoked_cert_add: load revoked ca

Perform a transaction, brfore present the card, some e
ransaction parameters like amount(9F02), other amount( emv_trans_initialize()

F03), transaction type(9C) can be set. emv_set_trans_amount(byte[]
amount)

mv_trans_initialize: init the transaction data in EMVKernel. emv_set_other_amount(byte[]
this api should be called at the start of amount)

ransaction. emv_set_trans_type(byte
mv_set_trans_amount: set amount (tag 9F02). transType)
mv_set_other_amount: set other amount (tag 9F03). emv_set_force_online(int flag)
mv_set_trans_type: set transaction type (tag 9C).
mv_set_force_online: 1 means require online process forcibly,
0 means default. Please call this
unction only when you need.
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open_reader(int reader) begin search card

The api 'open_reader" will open contact card or contactless
card, the parameter 1 means contact ,2 means contactless.
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IThe callback api 'cardEventOccured' has one parameter .
eventType: 0-smart card presented.

1-smart card removed.

9-power on error

\_///—\

Call Back
cardEventOccured(int (card event)
eventType)

card presented

No

get_card_type() mv_set_fastest_qpbo
emv_set_kernel_type(byte _process(1) ?
kernelType)

hen cardEventOccured called, app can call get_card_type to
now the type of card.Then set kernel type according the card

e.
P Yes

et_card_type: return value: 1-contact 2-contactless
mv_set_kernel_type: when card type is contact set kernelType
0 1, other set it to 2.

\J

IThe emvkernel will continute the transaction process when this
method executed. emv_process_next()
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__continue EMV transaction
flow

[This callback method will be called during every step of EMV
process. The byte array parameter has following meanings.

data[0] means process status: 0-error 1-continue 2-complete

f status is 0, data[1] means error code:

1--No Application Selected when Application Select
P--Card return 6A81 when Application Select
B--Error when Application Select

4--Error when Initialize Application Data

b--Expired card e
6--Error when Read Application Data .
[7--Card returned invalid data
B--Error when data authentication /
9--Generate AC error /
10-Process Command error .
11-Service not Allowed /
12-PIN Entry timeout /
13-Check Offline PIN Error when Cardholder Verify '
14-Communication Error with Host, but the card need advice /
15-User cancelled transaction /
18-Switch interface /'
19-Missing mandatory data .
R0-App blocked -

Call Back

emvProcessCallback(byte[] data)

data[0] is 1 and need
to continue

if status is 1, data[1] means the process step:

1--Notify Application show Application Candidate List
R--Application Select Completed

3--Read Application Data Completed

4--Data Authentication Completed

b--Ready to input offline PIN

6--Notify Application prompt Caldholder enter Online PIN
I7--Notify Application confirm to Accepted PIN Bypass or not
8--Notify Application to Process Online

9--Notify Application Check Cardholder's Identification
10-Get Process Option Completed

11-Process Restrict Completed Transaction Finish
12-Cardholder Verify Completed
13-Terminal Risk Management Completed

f status is 2, data[1] means transaction result.
1--Transaction approved Offline
P--Transaction approved Online
3--Transaction declined Offline
K--Transaction declined Online

Except the native methods occured in the EMV process flow diagram , other apis maybe needed during the transaction:

emv_get_candidate_list(byte[] data, int dataLength) -- when 'emvProcessCallback' notify Application show Application Candidate List, you can use this api to get the list.
emv_is_tag_present(int tag) -- you can use this api to judge if the tag data exist,

emv_get_tag_data(int tag, byte[] data, int dataLength) -- get tag data, notice tag data can be returned by card in different steps, please get data after emv flow completed.
emv_set_kernel_attr(byte[] data, int dataLength) -- set attributes for EMVkernel , 1 byte valid.

bit 8: allow process PBOC procedure for China Union Pay UPCASH card.

bit 7: apply special require of China Union Pay card.

bit 6: check app version during FDDA for China Union Pay contactless card.

bit 5: bypass offline PIN one time for whole procedure.

bit 4: disable AUC checking for VISA contactless card.



